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Abstract: In this paper, we study the Kalman filtering problem with correlated noises one time apart, when part or all 

of the observation measurements are lost in a random way due to unreliable link between controller and estimator. By 

"one time apart" we mean that the process noise at time step 𝑘 does not contribute to the system measurement at time 

step 𝑘. Rather, it is the process noise at time step 𝑘 − 1 that contributes to the system measurement at time step 𝑘. 

Observation losses can occur in a distributed control system where measurements are taken at different sensors in 

different physical locations, or one sensor needs to send its data in multiple packets. We formulate the Kalman 

filtering problem with correlated noises at one time apart and derived the Kalman filter update equations with random 

observation measurements. Then, we showed that the estimation error covariance (performance index) became a 

random quantity when the system measurements were collected at different intervals with different probability arrival 

rate. As a result, we investigated the statistical convergence properties of the performance index and found the stable 

and unstable regions so that this criterion could be bounded in a stable region and unbounded in an unstable one. The 

results are illustrated with some simple numerical examples. 
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1. INTRODUCTION 

 

Networked control systems (NCSs) i.e., closed –loop feedback 

control systems that rely on an external separate 

communication network have received increasing attention 

over the last few years due to the severe needs for modern 

network applications [1], [2]. Generally, networked control 

systems offer many advantages such as reducing the system 

wiring, making the system easy to operate and maintaining 

and later diagnose in case of malfunctioning, and increasing 

system agility [3]. In spite of these advantages, when data are 

transmitted through these networks, classified as unreliable 

communication networks, the measurement information 

packet (from sensors to controllers) and command signals 

(from controllers to actuators) may be lost or delayed. The 

packets lost or delayed in this networked control system 

represent important factors influencing the behavior of the 

underlying control system [12]. So, inserting a network in 

between the plant and the controller can cause many potential 

problems. For instance, in our new system architecture 

possible finite bandwidth leads to zero delayed sensing and 

actuation.  

 

In this work, we are specifically interested in the problem of 

estimation and control across an unreliable communication 

link that drops information packets. We consider a dynamical 

process evolving in time that is being observed by a sensor. 

The sensor needs to transmit the data over a network to a 

remote destination which can either be an estimator or a 

controller. The observed data provided by the sensor network 

are used to estimate the state of a controlled system, and this 

estimate is then used for control. 

 

We studied the effect of data losses due to the unreliability of 

the network links. We used the most recursive estimation 

technique in control – the discrete – time Kalman filter [4], by 

modeling the arrival of an observation as a random process 

whose parameters are influenced by the characteristics of the 

communication link (Fig. 1). 

 

In our setting, we are interested in the statistical convergence 

properties of the estimation error covariance which represents 

the expected difference between the actual state and the 

estimated state that yields as a result of a recursive Kalman 

filter algorithm.  
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Fig. 1. System block diagram 

 

The classical theory of Kalman filter is based on several 

assumptions that guarantee convergence of the Kalman filter. 

Consider the following discrete – time linear system: 

 

𝑋𝑘+1 = 𝐴𝑋𝑘 + 𝑤𝑘  (1) 

   

𝑦𝑘 = 𝐶𝑋𝑘 + 𝑣𝑘  (2) 

 

where 𝑋𝑘  is the state vector, 𝑦𝑘  the output vector, 𝑤𝑘  , 𝑣𝑘  are 

Gaussian random vectors and are independent from each other 

with zero mean and covariance matrices 𝑄 ≥ 0  and 𝑅 > 0 

respectively. 𝑤𝑘  is independent from 𝑤𝑠  for 𝑠 < 𝑘 . Assume 

that the initial state, 𝑋0, is also a Gaussian vector of zero mean 

and covariance Σ0. Under the hypothesis of stabilizability of 

the pair (𝐴, 𝑄)  and detectability of the pair (𝐴, 𝐶)  , the 

estimation error covariance of the Kalman filter converges to 

a unique value from any initial condition [5]. These 

assumptions have been relaxed in various ways. For nonlinear 

systems, Extended Kalman filter is used [5]; particle filtering 

[6] is also used for nonlinear models and does not require the 

noise model to be Gaussian.  

 

Recently, research areas including observation processes have 

been very important especially in a networked control system. 

The observation arrival rate in a drop out network is modeled 

as an identically independent distribution (i.i.d) random 

process [7]. These authors show the existence of a lower 

bound on the arrival rate of the observations below which the 

estimation error covariance is stable and bounded. However, 

the results are restricted to the case of the independence 

between system process noise and system measurement noise. 

We approach a similar problem within the framework of 

discrete time, and get results for a system with correlated 

noises at one time step apart.  

 

Our main contribution is to show that, based on the 

eigenvalues of the system matrix 𝐴  , the structure of the 

matrix 𝐶 , and the correlation between process and 

measurement noises, there exists a critical observation arrival 

rate value in a drop out networked control system, 𝜇𝑐  , such 

that below this value the estimation error covariance is stable 

and bounded. 

 

Optimal control system is possible for the dynamical system 

with uncertainty parameters if and only if the uncertainty does 

not exceed a given threshold. This concept is known as the 

uncertainty threshold principle [8], [9] with the uncertainty 

modeled as a white noise sequence acting on the system. In 

our case, we apply optimal estimation principles in which the 

uncertainty is due to the randomness arising from losses in the 

network. 

 

More recently, this problem has been studied using jump 

linear systems (JLSs) [10]. JLSs are a stochastic system in 

which the stochastic process is described as a Markov chain so 

that the uncertainty in the dynamical system is modeled as a 

two state Markov chain. Following this approach, these 

authors obtained convergence criteria for the expected 

estimation error covariance. However, they restricted their 

formulation to the steady – state case, where the Kalman gain 

is constant, and they do not assume the correlation between 

process and measurement noises. 

 

2. PROBLEM FORMULATION 

 

Consider the discrete – time state estimation problem over a 

communication network as shown in Fig.1. The system 

dynamic and the measurement (sensor) equations are given as 

in equations (1) and (2). In this paper we consider two cases. 

In the first case, when the  process noise and measurement 

noise are subject to Gaussian distribution and independent , 

and the information packet measurement 𝑦𝑘   may be randomly 

dropped by a network or received by the Kalman filter 

estimator. An independent identically distributed (i.i.d) 

Bernoulli random variable 𝜆𝑘  with 𝐸 𝜆𝑘  = 𝜆  is used to 

indicate whether 𝑦𝑘   is dropped or not, i.e., 

 

𝜆𝑘 =  
0, 𝑖𝑓 𝑦𝑘 𝑖𝑠 𝑑𝑟𝑜𝑝𝑝𝑒𝑑 𝑏𝑦 𝑡𝑕𝑒 𝑛𝑒𝑡𝑤𝑜𝑟𝑘.

1, 𝑖𝑓 𝑦𝑘 𝑖𝑠 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑏𝑦 𝑡𝑕𝑒 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑜𝑟    
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In the second case, the process and measurement noises are 

correlated to each other at one time step apart and the 

information packet measurement 𝑦𝑘   may be randomly 

dropped by a network or received by the Kalman filter 

estimator. The Bernoulli random variable 𝜆𝑘  is also used to 

indicate the dropped and received packet process in this case. 

In the two cases considered, 𝜆  denotes the packet arrival rate 

at the Kalman filter estimator. In this study we will denote the 

first case as a packet dropping analysis with independent 

noises, and the second case as a packet dropping analysis with 

correlated noises. For both cases, we define the following 

state quantities at the remote state estimator: 

 

𝑋 𝑘 ≜ 𝐸 𝑋𝑘  𝑎𝑙𝑙 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑢𝑝 𝑡𝑜 𝑘 ,  

𝑃𝑘 ≜ 𝐸[(𝑋𝑘 − 𝑋 𝑘) 𝑋𝑘 − 𝑋 𝑘 
𝑇

|𝑎𝑙𝑙 𝑑𝑎𝑡𝑎 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑢𝑝 𝑡𝑜 𝑘]. 
 

Later in the next section we will see that 𝑃𝑘  is a random 

quantity due to the randomness of the packet arrival at the 

estimator. 

 

The question behind our great interest in this problem is how 

𝑋 𝑘  approximates to 𝑋𝑘 .  So, from the above state quantities we 

are interested in properties of 𝑃𝑘  rather than in its exact value. 

In particular, we are interested in the following problem (from 

the first case): 
 

2.1 Problem 1 (Packet dropping analysis with 

independent noises): 

 

With 𝐸 𝑤𝑘𝑤𝑗
𝑇 = 𝛿𝑘𝑗 𝑄 ≥ 0,    𝐸 𝑣𝑘𝑣𝑗

𝑇 = 𝛿𝑘𝑗 𝑅 >

0  , 𝐸 𝑤𝑘𝑣𝑗
𝑇 = 0 ∀𝑗, 𝑘  where 𝛿𝑘𝑗 = 0 if 𝑘 ≠ 𝑗  and 𝛿𝑘𝑗 =1 

otherwise, find the minimum packet arrival rate 𝜆 such that 

 

lim
𝑘→∞

𝐸 𝑃𝑘  𝐸 𝑤𝑘𝑣𝑗
𝑇 = 0  ≤ 𝑃𝑑𝑒𝑠𝑖𝑟𝑒𝑑  (3) 

                               

 For a given 𝑃𝑑𝑒𝑠𝑖𝑟𝑒𝑑  ≥ 0.  
In the second scenario, we are interested in the following 

problem: 

 

2.2 Problem 2 (packet dropping analysis with correlated 

noises): 

 

With     𝐸 𝑤𝑘𝑤𝑗
𝑇 = 𝛿𝑘𝑗 𝑄 ≥ 0,    𝐸 𝑣𝑘𝑣𝑗

𝑇 = 𝛿𝑘𝑗 𝑅 >

0  , 𝐸 𝑤𝑘𝑣𝑗
𝑇 = 𝛿𝑘𝑗 −1𝑍 ≥ 0  

Where 𝛿𝑘𝑗 = 0 if 𝑘 ≠ 𝑗  and 𝛿𝑘𝑗 =1 otherwise, find the 

minimum packet arrival rate 𝜆 such that 

 

              lim𝑘→∞ 𝐸 𝑃𝑘  𝐸 𝑤𝑘𝑣𝑗
𝑇 = 𝛿𝑘𝑗 −1𝑍  ≤ 𝑃𝑑𝑒𝑠𝑖𝑟𝑒𝑑                 

   

For a given 𝑃𝑑𝑒𝑠𝑖𝑟𝑒𝑑  ≥ 0.  
 

3. STANDARD KALMAN FILTER FORMULATION 

 

As in [4] to estimate the state 𝑋𝑘  of a discrete –time system 

stated in equation (1) and (2), using standard Kalman filtering 

algorithm there are two cycles to be performed the prediction 

cycle and the filtering cycle. For the prediction cycle the 

following equations are performed 

 𝑋  𝑘 + 1|𝑘 = 𝐴𝑘𝑋  𝑘|𝑘                                     (4) 

                                      

𝑃 𝑘 + 1|𝑘 = 𝐴𝑘𝑃 𝑘|𝑘 𝐴𝑘
𝑇 + 𝑄                         (5) 

                                            

where P denotes the estimated error covariance. And for the 

filtering cycle the following equations are performed 

                                      
  𝑋  𝑘|𝑘 =  𝑋  𝑘|𝑘 − 1 + 𝐾 𝑘 [𝑦 𝑘 − 𝐶𝑘𝑋  𝑘|𝑘 − 1       (6)                     

  

  𝐾 𝑘 = 𝑃 𝑘 𝑘 − 1 𝐶𝑘
𝑇 𝐶𝑘𝑃 𝑘 𝑘 − 1 𝐶𝑘

𝑇 + 𝑅 −1               (7)  

                          

 𝑃 𝑘 𝑘 =  𝐼 − 𝐾 𝑘 𝐶𝑘   𝑃 𝑘 𝑘 − 1                                     (8)  

 

where 𝐾 𝑘  represents the Kalman Gain. 

 

4. BASIC DIFINITIONS  

 

Before we proceed to analysis we begin with some 

preliminaries: 

 

4.1 Definitions  

The following terms that are frequently used in subsequent 

sections are defined in this section. Assume that (𝐴, 𝐶, 𝑄, 𝑅) 

are the same as in section II. 𝜑+
𝑛  is the set of  n by n positive 

semidefinite matrices. When 𝑋𝜖 𝜑+
𝑛 , we simply write 𝑋 ≥ 0; 

when 𝑋 is positive definite, we write 𝑋 > 0. We define the 

function 𝐹 ∶ 𝜑+
𝑛  → 𝜑+

𝑛  as 

 

 𝐹 𝑋  ≜  𝐴𝑋𝐴𝑇 + 𝑄                                                              (9) 

 

As we shall see shortly, applying 𝐹  to the previous error 

covariance matrix corresponds to the update cycle of the 

standard Kalman filter. 

For functions 𝑓1, 𝑓2: 𝜑+
𝑛  → 𝜑+

𝑛 , 𝑓1°𝑓2 is defined as 

                                          

 𝑓1°𝑓2 𝑋 ≜ 𝑓1 𝑓2 𝑋                                                           (10) 

 

Define the function 𝑔 : 𝜑+
𝑛  → 𝜑+

𝑛  as 

  𝑔  𝑋 ≜ 𝑋 − 𝑋𝐶𝑇 𝐶𝑋𝐶𝑇 + 𝑅 −1𝐶𝑋 ,                                (11) 

  

And function 𝑔: 𝜑+
𝑛  → 𝜑+

𝑛  as 

                              

 𝑔 𝑋 ≜ 𝑔  ° 𝐹(𝑋)                                                                (12) 

 

Denote 𝑃 𝜆 ≥ 0  as the unique solution to the following 

equation 

 

 𝑋 =  1 − 𝜆 𝐹 𝑋 + 𝜆𝑔(𝑋)                                                (13) 

 

Therefore 𝑃 𝜆  satisfies  𝑃 𝜆 =  1 − 𝜆 𝐹 𝑃 𝜆 + 𝜆𝑔(𝑃 𝜆)  

when 𝜆 = 0 or 1 , we obtain 𝑃 0 and 𝑃 1 which satisfy 

                         

 𝑃 0 =  𝐹 𝑃 0                                                                         (14) 

                       

  𝑃 1 =  𝑔 𝑃 1                                                                         (15)                                   

 

As stated before, 𝜆𝑘  is independent identically distributed 

(i.i.d) random variable with 𝐸 𝜆𝑘  =  𝜆 , which describes the 
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arrival rate of measurement 𝑦𝑘 . 𝑃 0 in (9) represents the steady 

state error covariance matrix when 𝜆𝑘 = 0 for all 𝑘 ≥ 1, and 

𝑃 1  in (10) is the steady state error covariance matrix when 

𝜆𝑘 = 1 for all 𝑘 ≥ 1. 

 

4.2 Kalman filtering with uncorrelated noises 

 

Consider the case when observation measurements are totally 

received by the estimator or when 𝜆𝑘 = 1. It is known that the 

optimal linear estimator for the system described by Eq. (1) 

and (2) is standard Kalman filter, denoted by 𝐾𝐹 . We can 

write equations (4), (5), (6), (7), and (8) in the following 

compact form:  𝑋 𝑘 , 𝑃𝑘 = 𝐾𝐹 𝑋 𝑘−1, 𝑃𝑘−1, 𝑦𝑘  . And with 

some manipulation, 𝑃𝑘  can be shown to satisfy                                             

𝑃𝑘 = 𝑔(𝑃𝑘−1). Therefore, 𝑃 1  defined in equation (15) is the 

steady state error covariance matrix of the Kalman filter.  

 

Now consider the case when observation measurements are 

totally dropped, or when 𝜆𝑘  may be equal to 0. Sinopoli et al. 

[11] showed that in this setting, the Kalman filter is still the 

optimal linear estimator. The two cycles of the standard 

Kalman filter algorithm take a different formulation, so that in 

this case only the prediction cycle is performed. But when 

𝜆𝑘 = 1, both the prediction and filtering cycles are performed. 

The filtering equations are thus the same as the standard 

Kalman filter equations except for equations (6) and (8) 

become: 

 

  𝑋  𝑘|𝑘 = 𝑋  𝑘|𝑘 − 1 + 𝜆𝑘𝐾 𝑘 [𝑦 𝑘 − 𝐶𝑘𝑋  𝑘|𝑘 − 1   (16)                                                       

 

     𝑃 𝑘 𝑘 =  𝑃 𝑘 𝑘 − 1 − 𝜆𝑘𝐾 𝑘 𝐶𝑘𝑃 𝑘 𝑘 − 1              (17)                    

 

It is obvious, that the randomness of  𝜆𝑘  makes 𝑃𝑘  a random 

quantity.  

 

4.3 Kalman filtering with correlated noises 

Here, the goal is to reformulate the standard Kalman filter 

equations with respect to the fact that the measurement noise 

and process noise are correlated to each other at one time step 

apart. Mathematically, the necessary condition is 

𝐸 𝑤𝑘𝑣𝑗
𝑇 = 𝛿𝑘𝑗 −1𝑍 ≥ 0   where 𝛿𝑘𝑗 = 0 if 𝑘 ≠ 𝑗  and 𝛿𝑘𝑗 =1 

otherwise. With reference to appendix (A) we can see 

equations (4), (5), (6), (7), and (8) for standard Kalman 

filtering with uncorrelated noise become: 

 

     𝑋  𝑘 + 1|𝑘 = 𝐴𝑘𝑋  𝑘|𝑘                                                 (18) 

 

      𝑃 𝑘 + 1|𝑘 = 𝐴𝑘𝑃 𝑘|𝑘 𝐴𝑘
𝑇 + 𝑄                                   (19) 

 

Eqn. (18) and (19) represent the Kalman filter prediction 

cycle, and they are equivalent to equations, (4) and (5). And,  

 

  𝑋  𝑘|𝑘 =  𝑋  𝑘|𝑘 − 1 + 𝐾 𝑘 [𝑦 𝑘 − 𝐶𝑘𝑋  𝑘|𝑘 − 1     (20) 

 

  𝐾 𝑘 =  𝑃 𝑘 𝑘 − 1 𝐶𝑘
𝑇 + 𝑍  𝐶𝑘𝑃 𝑘 𝑘 − 1 𝐶𝑘

𝑇 + 𝑅 + 𝐶𝑍 +
𝑍𝑇𝐶𝑇−1                                                                               (21)                                                                                                       

                 

 𝑃 𝑘 𝑘 =  𝑃 𝑘 𝑘 − 1 − 𝐾 𝑘 𝐶𝑘𝑃 𝑘 𝑘 − 1                    (22)  

5. PACKET DROPPING ANALYSIS WITH 

CORRELATED AND UNCORRELATED NOISES 

 

5.1 Analysis with uncorrelated noises 

 

We consider problem 1 for the first scenario. From section 

(3.1) and (3.2), we can write the error covariance matrix 𝑃𝑘  as 

 

  𝑃𝑘 =  
𝐹 𝑃𝑘−1 , 𝑖𝑓 𝜆𝑘 = 0

𝑔 𝑃𝑘−1 , 𝑖𝑓 𝜆𝑘 = 1
  

 

As seen before, 𝑃𝑘  represents a random quantity, so it is 

difficult to find its exact expected value 𝐸[𝑃𝑘 ]. Therefore, we 

are looking to its statistical properties to assess the 

performance of the Kalman filtering process. Before we 

proceed to analyze problem 1 , we introduce some lemmas 

that give some properties of the functions 𝐹 , 𝑔  𝑎𝑛𝑑 𝑔 defined 

earlier in section IV(A).With reference to appendix (B) we 

can find the proofs of these lemmas,  but here, the table below 

gives their  summary: 

 

From Table 1,  𝑋  and   𝑌  represent positive semidefinite 

matrices.  Now with reference to section (5.1), Since,𝑃𝑘 =
 1 − 𝜆 𝐹 𝑃𝑘−1 + 𝜆𝑔(𝑃𝑘−1)  , and as we mentioned before 

,the exact value of 𝐸[𝑃𝑘 ] is difficult to find, so we can bound 

𝐸[𝑃𝑘 ] instead of  its exact value. By taking the expectation of 

the above equation yields: 

 

𝐸[𝑃𝑘 ] = 𝐸  1 − 𝜆 𝐹 𝑃𝑘−1 + 𝜆𝑔 𝑃𝑘−1   
= 𝐸  1 − 𝜆 𝐹 𝑃𝑘−1 ] + 𝜆𝐸[𝑔  𝐹(𝑃𝑘−1 )  
 

Hence, by applying lemma (2) from appendix (B), we get: 

 

𝐸[𝑃𝑘 ] = 𝐸  1 − 𝜆 𝐹 𝑃𝑘−1 ] + 𝜆𝐸[𝑔  𝐹(𝑃𝑘−1 )  
             ≤ 𝐸  1 − 𝜆 𝐹 𝑃𝑘−1 ] + 𝜆𝑔  𝐹(𝐸[𝑃𝑘−1] )    
    =  1 − 𝜆 𝐹 𝐸[𝑃𝑘−1 ] + 𝜆𝑔(𝐸[𝑃𝑘−1)] 
∴  𝐸 𝑃𝑘  ≤  1 − 𝜆 𝐹 𝐸[𝑃𝑘−1 ] + 𝜆𝑔(𝐸[𝑃𝑘−1)] 
 

And by induction, it is easy to see that:  

 

lim
𝑘→∞

𝐸 𝑃𝑘   ≤ 𝑃𝜆
^ 

 

At this point we can say that, If we have a desired error 

covariance 𝑃  ≥ 𝑃𝜆
^ and both 𝑃  and 𝑃𝜆

^ satisfy the equations: 

 

Table 1: Important lemmas used in this section 

No. Condition Statement 

1 0 ≤ 𝑋 ≤ 𝑌 𝐹(𝑋) ≤ 𝐹(𝑌) 
2 0 ≤ 𝑋 ≤ 𝑌 𝑔(𝑋) ≤ 𝑔(𝑌) 

3 0 ≤ 𝑋 ≤ 𝑌 𝑔(𝑋) ≤ 𝐹(𝑋) 

4 0 ≤ 𝑋 ≤ 𝑌 &
∝ [0,1] 

𝑔  𝑋  𝑖𝑠 𝑎 𝑐𝑜𝑛𝑣𝑒𝑥 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 

i.e., 𝑔 (∝ 𝑋 +  1−∝ 𝑌 ≤∝
𝑔  𝑋 + (1−∝)𝑔  𝑌  

5 𝑃𝑘  is a random 

variable, and 𝑔  is 

a convex function 

By Jensen’s Inequality: 

𝑔  𝐸[𝑃𝑘 ]  ≤ 𝐸[𝑔  𝑃𝑘 ] 

6 For any 𝜆1 , 𝜆2 ∈
 0,1  

𝑃𝜆1

^  ≥ 𝑃𝜆2

^  , 𝑖𝑓𝑓 𝜆1  ≤ 𝜆2 



 
Khalid A. Mageed Hag Elamin and

 
Mirghani Fath Elrahman / UofKEJ Vol. 2 Issue 1 pp. 41-49 (February 2012) 

 

45 

 

 

𝑃𝜆
^ =  1 − 𝜆 𝐹 𝑃𝜆

^ + 𝜆𝑔(𝑃𝜆
^)  , and 𝑃 =  1 − 𝜆 𝐹 𝑃  +

𝜆𝑔(𝑃 ) , we are looking for the minimum arrival rate 𝜆 of the 

state observations such that:  

 

𝑃𝜆
^ ≤ 𝑃  , that guarantee with lim𝑘→∞ 𝐸 𝑃𝑘   ≤ 𝑃  ,and 𝑃𝑘  will 

be bounded. 

 

Before we proceed to find the value of the arrival rate 𝜆, that 

satisfies the above statement , we will prove the following 

new important lemma, lemma 4: 

 

With reference to equation (13) in section (4.1), we can state 

that: 𝑋 ≥  1 − 𝜆 𝐴𝑋𝐴𝑇 + 𝑄 

 

Proof: From (9), and (12) in section (4.1) we have: 

 𝐹 𝑋  ≜  𝐴𝑋𝐴𝑇 + 𝑄  and, 

𝑔 𝑋 = 𝐹 𝑋 − 𝐹 𝑋 𝐶𝑇(𝐶𝐹 𝑋 𝐶𝑇 + 𝑅)−1𝐶𝐹 𝑋  

 

Then (13) become: 

=   1 − 𝜆 𝐴𝑋𝐴𝑇 + 𝑄 + 𝜆[𝐹 𝑋 
− 𝐹 𝑋 𝐶𝑇(𝐶𝐹 𝑋 𝐶𝑇 + 𝑅)−1𝐶𝐹 𝑋 ] 

≥  1 − 𝜆  𝐴𝑋𝐴𝑇 + 𝑄 + 𝜆𝑄
=   1 − 𝜆  𝐴𝑋𝐴𝑇) +  1 − 𝜆 𝑄 + 𝜆𝑄  

=  1 − 𝜆 𝐴𝑋𝐴𝑇 + 𝑄 − 𝜆𝑄 + 𝜆𝑄 
 

Therefore: 𝑋 ≥  1 − 𝜆 𝐴𝑋𝐴𝑇 + 𝑄 , and this is the complete 

the proof. Now, suppose that the exact solution of equation (9) 

in section (4.1) is: 

 

𝑋 =   1 − 𝜆 𝐴𝑋 𝐴𝑇 + 𝑄 
 

And if we take any value 𝑋∗ that satisfies lemma (4) as: 

 

𝑋∗ ≥  1 − 𝜆 𝐴𝑋∗𝐴𝑇 + 𝑄 
 

since 𝑋  and 𝑋∗  are positive semidefinite as mentioned 

previously, we find that: 

𝑋∗ − 𝑋 ≥  1 − 𝜆 𝐴(𝑋∗ − 𝑋 )𝐴𝑇 + 𝑄 ≥ 0 

 

By putting 𝑋∗ = 𝑃  (desired error covariance), and 𝑋 = 𝑃𝜆
^ , 

then the matrix 𝑋  is solved by the lyapunov equation: 

 

𝑋 =   𝐴 𝑋 𝐴 𝑇 + 𝑄 where: 𝐴  =   1 − 𝜆 𝐴                                        

 

Therefore, 𝑃𝜆
^ =  𝐴 𝑃𝜆

^𝐴 𝑇 + 𝑄 .   Here, we can say that for 𝑃𝜆
^ 

to be bounded or stable, that means 𝑃𝜆
^  ≤ 𝑃  (desired error 

covariance), the eigenvalue of the matrix 𝐴 , which is given by 

  1 − 𝜆 𝑒𝑖𝑔(𝐴) , should be less than 1, i.e.,  

 

  1 − 𝜆 𝑒𝑖𝑔(𝐴) < 1 

 

 1 − 𝜆 (𝑒𝑖𝑔 𝐴 )2 < 1 

∴ 1 − 𝜆 <  
1

[max 𝑒𝑖𝑔(𝐴)]2 

Then,           𝜆 > 1 −
1

[max 𝑒𝑖𝑔 (𝐴)]2                                       

 

We conclude that, the  minimum value of the arrival rate 𝜆, 

such that the estimated error covariance is bounded (stable) or  

𝑃𝜆
^  ≤ 𝑃   is given by: 

 

𝜆 = 1 −
1

[max 𝑒𝑖𝑔(𝐴)]2                                                                  (23) 

 

5.2 Analysis with correlated noises  

 

Problem 2: In this section we are looking for the filtering 

performance when the system process noise and measurement 

noise are correlated to each other at one time step apart. This 

mean that, the process noise at time step k does not contribute 

to the measurement at time step k, but the process noise at 

time k-1 contributes to the measurement at time k through the 

following standard dynamic system equations 

 

 𝑋𝑘 = 𝐴𝑋𝑘−1 + 𝑤𝑘−1 
 

𝑦𝑘 = 𝐶𝑋𝑘 + 𝑣𝑘  

 

Then:  𝑦𝑘 = 𝐶 𝐴𝑋𝑘−1 + 𝑤𝑘−1 + 𝑣𝑘  

 

In the standard Kalman filter the cross-correlation between the 

process and measurement noise is given by 

  

𝐸 𝑤𝑘𝑣𝑗
𝑇 = 0 

 

And as mentioned before, in the case of correlated noises we 

have 

 

𝐸 𝑤𝑘𝑣𝑗
𝑇 = 𝛿𝑘𝑗 −1𝑍 ≥ 0  , where 𝛿𝑘𝑗 = 0 if 𝑘 ≠ 𝑗  and 𝛿𝑘𝑗 =1 

otherwise.  

 

And the prediction cycle in the case of correlated noises is 

equivalent to that of the standard Kalman filter, (see equations 

(18) and (19) in section (4.3). This cycle is only performed 

when 𝜆𝑘 = 0 . When 𝜆𝑘 = 1 , both the prediction cycle and 

filtering cycle are performed through equations (20), (21) and 

(22) in section (4.3). Therefore, the function 𝐹 𝑋  in section 

(4.1) which represents the estimation error covariance in the 

prediction cycle, has the same form as before, but the function 

𝑔 𝑋  is given in a new form as  

 

𝑔 𝑋 = 𝐹 𝑋 − (𝐹 𝑋 𝐶𝑇 + 𝑍)(𝐶𝐹 𝑋 𝐶𝑇 + 𝑅 + 𝐶𝑍 +
𝑍𝑇𝐶𝑇)−1𝐶𝐹𝑋  
 

which represents the estimation error covariance in the 

filtering cycle. Using the same procedure adopted in problem 

1, we can claim that, the minimum value of the observation 

arrival rate 𝜆  in which the estimated error covariance is 

bounded has the same form as that given by equation (23). 

Since the two noises are correlated in this case, the concept of 

correlation coefficient 𝜌 is an important performance factor in 

the filtering process. From the fact that the correlation 

coefficient 𝜌𝑥,𝑦  between two random variables 𝑥  and 𝑦  with 

zero mean, and standard deviation 𝜎𝑥  and 𝜎𝑦  is defined as 
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𝜌𝑥,𝑦 = 𝐶𝑜𝑟𝑟 𝑥, 𝑦 =
𝑐𝑜𝑣(𝑥, 𝑦)

𝜎𝑥𝜎𝑦

=
𝐸[𝑥𝑦]

𝜎𝑥𝜎𝑦

 

 

where, E is the expected value operator, (cov means 

covariance, and corr the correlation coefficient). Then, for the 

process noise covariance 𝑄  and the measurement noise 

covariance 𝑅 , the cross-correlation between process and 

measurement noise covariance 𝑍 as a function of correlation 

coefficient 𝜌 is given by 

 

𝑍 =  𝜌 𝑄 𝑅 

 

6. ILLUSTRATIVE EXAMPLES 

 

In this section, we provide two examples to illustrate the 

theories and algorithm developed in the previous sections. We 

start with an example for the packet dropping analysis with 

uncorrelated noises. 

 

6.1 Problem 1: Packet dropping analysis with uncorrelated 

noises. 

 

Consider system (1) and (2) with: 

 

𝐴 =  
1.25 1 0

0 0.9 7
0 0 0.6

  ; 𝐶 =  
1
0
2
 ;  𝑄 = 20𝐼3×3 , 𝑅 = 2.5 

 

Fig. 2 plots the estimation error covariance 𝑃𝑘  as a function of 

packet arrival rate 𝜆 . The simulation is done using Matlab 

program. Figure shows that the critical value of the packet 

arrival rate 𝜆 is about 0.36, and this is equivalent to the value 

obtained by equation (23) in the previous section. When 𝜆 the 

estimation error covariance is below 0.36 becomes 

unbounded. The value of 𝜆  obtained depends on the 

eigenvalues of the system matrix A.  

 

6.2 Problem 2: Packet dropping analysis with correlated 

noises 

 

Fig.3 plots the effect of correlation coefficient 𝜌  on the 

estimated error covariance around the critical value of the 

observation arrival rate 𝜆 = 0.36 . From Fig. 3 when  𝜌 = 0, 

the estimated error covariance is 1.9939. It is obvious that 

when the correlation coefficient increases in the positive 

direction the estimated error covariance has better 

performance characteristics 

 

   

Fig. 2.  Estimated error covariance versus 𝜆 

 

 

Fig. 3. Correlation coefficient 𝜌 and estimation error covariance 𝑃𝑘  
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7. CONCLUSIONS 

 

In this paper, we considered discrete-time state estimation 

over a network. Two scenarios were investigated. In ―Packet 

dropping analysis with uncorrelated noises‖, we show that if 

the information packet is lost through the network, or if  𝜆=0 , 

the Kalman filtering algorithm faces a problem in performing  

its task. In this situation, only the prediction cycle of the filter 

is executed. On the other hand, if the packet is totally received 

by the estimator, the Kalman filter formulation will be same 

as that of the standard Kalman filter. In this case, both the 

prediction and filtering cycles are executed. Furthermore, the 

packet arrival rate of the observation lies between 0 and 1 due 

to the unreliable communication link. We showed that the 

minimum packet arrival rate that gave a bounded estimated 

error covariance depends on the eigenvalues of the system 

matrix A and the measurement matrix C. 

 

In a packet dropping analysis with correlated noises at one 

time step apart, we investigate the performance of the 

estimated error covariance around the critical value of the 

arrival rate. As a result, with the absolution of the correlation 

coefficient increasing, the error performance of the standard 

Kalman filter is worse than that of the correlated noises 

Kalman filtering. 

 

There are many future directions along the line of this work. 

The dropping process may be assumed to be a markov chain 

with two transition states. One state is for packet drop or 

missing and the other for packet receiving. Also, we can 

extend these results to the case of nonlinear system analysis 

using extended Kalman filter as an optimal estimator.  

 

APPENDIX A 

 

Prediction and update cycles of Kalman filter with 

correlated noises at one time step apart 

 

Suppose the dynamic equation and measurement equation are 

described by: 

𝑥𝑘+1 = 𝐴𝑘+1𝑥𝑘 + 𝑤𝑘                                                              (1) 

 

𝑦𝑘 = 𝐶𝑘𝑥𝑘 + 𝑣𝑘                                                                      (2) 

 

The covariance of the noises is given by: 

 

𝐸 𝑤𝑘𝑤𝑘
𝑇 = 𝑄𝑘𝛿𝑘,𝑗 ,  𝐸 𝑣𝑘𝑣𝑘

𝑇 = 𝑅𝑘𝛿𝑘,𝑗 , 𝐸 𝑤𝑘𝑣𝑗
𝑇 = 𝑍𝑘𝛿𝑘,𝑗−1                                                                                         

(3) 

From the above formulas, we see that the process noise in the 

system equation at time k-1 is correlated with the 

measurement noise at time k with covariance 𝑍𝑘 . The state 

prediction error is 

 

𝑥 𝑘,𝑘−1 ≜ 𝑥𝑘 − 𝑥 𝑘,𝑘−1 = 𝐴𝑘,𝑘−1𝑥 𝑘−1 + 𝑤𝑘−1                         (4)             

The covariance between the state prediction error and the 

measurement noise is 

 

𝐸 𝑥 𝑘,𝑘−1𝑣𝑘
𝑇 = 𝐸  𝐴𝑘,𝑘−1𝑥 𝑘−1 + 𝑤𝑘−1 𝑣𝑘

𝑇 = 𝑍𝑘                 (5) 

 

The covariance between the state and measurement is 

calculated by 

 

𝑃𝑥𝑦 = 𝐸 𝑥 𝑘,𝑘−1𝑦 𝑘,𝑘−1
𝑘  𝑌𝑘  =

𝐸[𝑥 𝑘,𝑘−1 𝐶𝑘𝑥 𝑘,𝑘−1 + 𝑣𝑘)𝑇 𝑌𝑘  = 𝑃𝑘,𝑘−1𝐶𝑘
𝑇 + 𝑍𝑘                  (6) 

 

The measurement prediction covariance is given as 

 

𝑃𝑦𝑦 = 𝑆𝑘 = 𝐸 𝑦 𝑘,𝑘−1𝑦 𝑘,𝑘−1
𝑘  

= 𝐸 (𝐶𝑘𝑥 𝑘,𝑘−1 + 𝑣𝑘 (𝐶𝑘𝑥 𝑘,𝑘−1 + 𝑣𝑘)𝑇  ]  

               = 𝐶𝑘𝑃𝑘,𝑘−1𝐶𝑘
𝑇 + 𝑅𝑘 + 𝐶𝑘𝑍𝑘 + 𝑍𝑘

𝑇𝐶𝑘                        (7) 

 

The corresponding filter gain is 

 

𝐾𝑘 = (𝑃𝑘,𝑘−1𝐶𝑘
𝑇 + 𝑍𝑘) 𝐶𝑘𝑃𝑘,𝑘−1𝐶𝑘

𝑇 + 𝑅𝑘 + 𝐶𝑘𝑍𝑘 + 𝑍𝑘
𝑇𝐶𝑘

𝑇 
−1

        

(8) 

According to the minimum mean square error criterion, the 

state estimation is 

 

𝑥 𝑘 = 𝑥 𝑘,𝑘−1 + 𝑃𝑥𝑦 𝑃𝑦𝑦
−1 𝑦𝑘 − 𝐶𝑘𝑥 𝑘,𝑘−1 = 𝑥 𝑘,𝑘−1 + 𝐾𝑘(𝑦𝑘 −

𝐶𝑘𝑥 𝑘,𝑘−1)                                                                                (9) 

 

And the associated covariance of the state vector is 

 

𝑃𝑘 = 𝑃𝑥𝑥 − 𝑃𝑥𝑦 𝑃𝑦𝑦
−1𝑃𝑦𝑥 = 𝑃𝑘,𝑘−1 − 𝐾𝑘 𝑃𝑘,𝑘−1𝐶𝑘

𝑇 + 𝑍𝑘 
𝑇

    (10)                                                        

 

So, from the deviation above, we can give the filtering 

procedure as follows: 

 

Step 1: One time step prediction: 

 

𝑥 𝑘,𝑘−1 = 𝐴𝑘,𝑘−1𝑥 𝑘−1            , 𝑃𝑘,𝑘−1 = 𝐴𝑘,𝑘−1𝑃𝑘−1𝐴𝑘,𝑘−1
𝑇 +

𝑄𝑘                                                                                          (11) 

 

Step 2: Calculate Kalman gain by (8); 

 

Step 3: Calculate the time update by using (9) and (10). 

To be noticed that the above method is a generalization of the 

standard Kalman filter when the cross correlated covariance 

matrix 𝑍𝑘 = 0. 

 

APPENDIX B 

 

Proof of important lemmas used in section (5) Lemma (1) 

 

For any 0 ≤ 𝑋 ≤ 𝑌  , and any ∝ ∈ [0,1]  , the following are 

holds: 

(i) 𝐹 𝑋 ≤ 𝐹 𝑌  

(ii) 𝑔 𝑋 ≤ 𝑔 𝑌  

(iii) 𝑔 𝑋 ≤ 𝐹 𝑋  

 

Proof: From the definition of 𝐹  , it is easy to verify that 

𝐹 𝑋 ≤ 𝐹 𝑌 . 
(i) Since,  𝑔  𝑋 ≜ 𝑋 − (𝑋𝐶𝑇 + 𝑍)(𝐶𝑋𝐶𝑇 + 𝑅 + 𝐶𝑍 +

𝑍𝑇𝐶𝑇)−1𝐶𝑋 represent affine function in 𝑋 , and since 

𝑋 ≤ 𝑌 , therefore, 𝑔  𝑋 ≤ 𝑔  𝑌  , also since 𝑔 𝑋 =

𝑔  𝐹 𝑋  ≤  𝑔  𝐹 𝑌  = 𝑔 𝑌  

Then,  𝑔 𝑋 ≤ 𝑔 𝑌 .
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Fig. 4. Convexity function 

(ii) 𝑔 𝑋 = 𝑔  𝐹 𝑋   

And 𝑔  𝑋 ≜ 𝑋 − (𝑋𝐶𝑇 + 𝑍)(𝐶𝑋𝐶𝑇 + 𝑅 + 𝐶𝑍 +
𝑍𝑇𝐶𝑇)−1𝐶𝑋, 

Therefore, 𝑔  𝐹 𝑋   𝐹 𝑋  

(iv) So, 𝑔 𝑋 ≤ 𝐹 𝑋 , and this complete the proof. 

 

Lemma (2) 

If 𝑔  𝑋  is a concave function in 𝑋, then for a random variable 

𝑊𝑘  the following holds: 

𝑔  𝐸[𝑊𝑘 ]  ≤ 𝐸[𝑔  𝑊𝑘 ] 
 

Proof: Firstly, for the convexity of 𝑔  𝑋 , refers to 

appendix(C) in this paper. 

Secondly, by applying Jensen’s inequality to the function 

𝑔  𝑋  and random variable 𝑊𝑘 , we can verify the above 

inequality.  

 

Lemma (3) 

For any 𝜆1 , 𝜆2 ∈ [0,1] and if 𝜆1  ≤ 𝜆2 , then 𝑃𝜆1

^  ≥ 𝑃𝜆2

^ . 

Proof (1): 

Note that  𝑋𝐶𝑇 + 𝑍  𝐶𝑋𝐶𝑇 + 𝑅 + 𝐶𝑍 + 𝑍𝑇𝐶𝑇 −1𝐶𝑋 ≥ 0 , 

then from (5.24), 

𝑃𝜆1
(𝑋) = 𝐴𝑋𝐴𝑇 + 𝑄 − 𝜆1𝐴(𝑋𝐶𝑇

+ 𝑍)(𝐶𝑋𝐶𝑇 + 𝑅 + 𝐶𝑍 + 𝑍𝑇𝐶𝑇)−1𝐶𝑋𝐴𝑇  

            ≥ 𝐴𝑋𝐴𝑇 + 𝑄 − 𝜆2𝐴(𝑋𝐶𝑇 + 𝑍)(𝐶𝑋𝐶𝑇 + 𝑅 + 𝐶𝑍 +
𝑍𝑇𝐶𝑇)−1𝐶𝑋𝐴𝑇  

            = 𝑃𝜆2
(𝑋) , therefore, 𝑃𝜆1

^  ≥ 𝑃𝜆2

^  , and this complete the  

 

Another proof: Since , 𝑃𝜆
^ represent the steady – state error 

covariance, therefore: 

 

𝑃𝜆
^ =  lim

𝑘→∞
𝑃𝜆,𝑘

^  

With 𝑃𝜆,𝑘+1
^ =  1 − 𝜆 𝐹 𝑃𝜆,𝑘

^  + 𝜆𝑔(𝑃𝜆,𝑘
^ )   

Then we can proof by induction: 

let 𝑃𝜆1 ,0
^ = 𝑃𝜆2 ,0

^  , then : 

𝑃𝜆1 ,1
^ =  1 − 𝜆1 𝐹 𝑃𝜆1 ,0

^  + 𝜆1𝑔(𝑃𝜆1 ,0
^ )  

        =  1 − 𝜆1 𝐹 𝑃𝜆2 ,0
^  + 𝜆1𝑔(𝑃𝜆2 ,0

^ )   

       ≥  1 − 𝜆2 𝐹 𝑃𝜆2 ,0
^  + 𝜆2𝑔(𝑃𝜆2 ,0

^ ) = 𝑃𝜆2 ,1
^  

Then, 𝑃𝜆1 ,1
^ ≥ 𝑃𝜆2 ,1

^  , by lemma(1) (iii). 

Now, we can assume that 𝑃𝜆1 ,𝑚
^ ≥ 𝑃𝜆2 ,𝑚

^  , for some 𝑚 ≥ 1, 

then : 𝑃𝜆1 ,𝑚+1
^ =  1 − 𝜆1 𝐹 𝑃𝜆1 ,𝑚

^  + 𝜆1𝑔(𝑃𝜆1 ,𝑚
^ )  

              ≥  1 − 𝜆1 𝐹 𝑃𝜆2 ,𝑚
^  + 𝜆1𝑔(𝑃𝜆2 ,𝑚

^ )   

             ≥  1 − 𝜆2 𝐹 𝑃𝜆2 ,𝑚
^  + 𝜆2𝑔(𝑃𝜆2 ,𝑚

^ )  = 𝑃𝜆2 ,𝑚+1
^  

Therefore, 𝑃𝜆1 ,𝑚+1
^ ≥ 𝑃𝜆1 ,𝑚+1

^  , 𝑖𝑓𝑓𝜆1  ≤ 𝜆2    

Then, 𝑖𝑓𝑓 𝜆1  ≤ 𝜆2 , implies that 𝑃𝜆1

^  ≥ 𝑃𝜆2

^ , and this complete 

the proof. 

 

From the above lemma (3), we can claim that 𝑃𝜆
^  is 

monotonically decreasing in 𝜆1 , 𝜆2 ∈  0,1 .  
 

APPNDEX C 

 

Convexity 

 

A set 𝑆  is convex if ∀ 𝑥1 , 𝑥2  ∈ 𝑆 , 𝛼 ∈  0,1 ⟹ 𝛼𝑥1 + (1 −
𝛼)𝑥2 ∈ 𝑆.  

A function 𝑔(𝑥) is a convex function defined on a convex Set 

𝑆 if: 

∀ 𝑥1 , 𝑥2  ∈ 𝑆 , 𝛼 ∈  0,1 ⟹ 𝑔(𝛼𝑥1 +  1 − 𝛼 𝑥2)
≤ 𝛼𝑔 𝑥1 +  1 − 𝛼 𝑔(𝑥2) 

The Fig. 4 illustrates this concept: 

 

A function 𝑔(𝑥) is strictly Convex if : 

𝑔 𝛼𝑥1 +  1 − 𝛼 𝑥2 < 𝛼𝑔 𝑥1 +  1 − 𝛼 𝑔 𝑥2  ∀ 𝑥1, 𝑥2  ∈
𝑆 , 𝛼 ∈  0,1 . And a function 𝑔 is Concave if : - 𝑔 is Convex. 

Properties:  

1- If 𝑔(𝑥∗) is a local minimum of a Convex function 𝑔 

on a Convex Set 𝑆 , then it is also a global minimum. 

2- If 𝑔 is Convex and 𝑔/ 𝑥∗ = 0 , then 𝑥∗  is a global 

minimum of 𝑔. 

 

 

𝑥1 𝑥2 

𝛼𝑔 𝑥1 +  1 − 𝛼 𝑔(𝑥2) 𝑔(𝑥) 

𝑔 𝑥1  

𝑔 𝑥2  
 

𝑥 

𝑔(𝑥) 

 

𝑥 = 𝛼𝑥1 + (1 − 𝛼)𝑥2 
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